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> Plan

L TTng Installation

* Tracing Strategy

* Trace Analysis (Hands-on Example)

e Questions
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> LTTng installation

 http://Ittng.org

- LTTng
- LTT control
- LTTV

e Documentation

- LTTng Kernel Tracer Manual
- LTTng Compatibility List
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> |ockless Trace Clock

 dmesg, check for LTT warnings
* Cycle counter is used

* For architectures with non-synchronized cycle
counters (e.g. some x86):

- cpufreqg-set -g performance
- idle=poll (kernel parameter)

| TTng fully supports power management and
frequency scaling on ARM OMAP3

- funded by Nokia
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> Tracing Strategy

* Problem ldentification
 Trace Session Setup
 Anchor / Trigger
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> Problem identification

 Bug report summary
- What is going wrong with the system ?
- What is the system configuration affected ?

» Hardware
e Software

- Optionally: known good / known bad
configurations
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> Tracing strategy (decision factors)

* Tracing strategy decision factors

- Reproducible on development setup or only in
production ?

- Tracing overhead the system can tolerate
- Frequency of problem occurrence

- Availability of the system

* Remote/local
e Controlled by third-party

- Number of tracing iterations available
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> Trace Session Setup

* |dentify the tracer setup best suited to solve the
problem

- Producer-consumer tracing
- Flight recorder tracing

- Per-channel buffer size

- Activated instrumentation
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> Anchor / Trigger

* Traces are hard to analyze

- Large volume of information collected
- Hard to identify relevant information

 Add anchor instrumentation to the system
» Use triggers to stop flight recorder tracing
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« Starting point for trace analysis

 |dentify surrounding of problem occurrence

» Different types

- Instrumentation anchors
- Analysis-generated anchors
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e |nstrumentation anchors

— Userland or kernel instrumentation

« UST (Userspace Tracer)
 \Write to /debugfs/Itt/write_event
* Add kernel TRACE_EVENT/markers

- Events generated from user interaction
 Input subsystem
- Instrumentation of program error-handling

* Analysis-generated anchors

- e.g. longest timer interrupt jitter

(Sﬁici OS Mathieu Desnoyers April 13th, 2010 12



> Producer-consumer tracing

* \Writes trace data to the file system
 \Whole trace session duration

 |nitial state dump : complete state collected
- (+) Very accurate state representation
- (-) Consumes disk or network /O bandwidth

(as root)
ltt-armall
lttctl -C -w /tmp/trace-prodl trace-prodl

lttctl -D trace-prodl
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> Flight recorder tracing

* Gather trace data in circular ring buffers
 Kept in memory, oldest data overwritten
» | ast events available when tracing is stopped

* Per-channel size is configurable

- (+) Very low system throughput overhead
- (- ) Shorter available backlog

- (-) System state is less accurate

e Partially unknown
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> Triggers

e Instrumentation with side-effect
- Start/stop tracing when executed
* Particularly useful for flight recorder mode

- Produces event backlog that lead to execution
of “trigger”

» Kernel API
- Itt_trace_start("name”), Itt_trace stop("‘name”)
 From user-space

- lttctl -s name ; Ittctl -p name
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> Userland trigger example

Userland trigger for flight recorder trace

(as root)

ltt-armall

lttctl -c -0 channel.all.overwrite=1 -w /tmp/trace-utriggerl trace-utriggerl
lttctl -s trace-utriggerl

(trigger) — lttctl -p trace-utriggerl
lttctl -d -w /tmp/trace-utriggerl trace-utriggerl
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> Kernel trigger example

Kernel trigger

(as root)

ltt-armall

Ittctl -c -0 channel.all.overwrite=1 -w /tmp/trace-ktriggerl trace-ktriggerl
Ittctl -s trace-ltriggerl

(trigger in kernel) — Itt_trace stop(“trace-ktriggerl”);

Ittctl -d -w /tmp/trace-ktriggerl trace-ktriggerl
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> Trace Analysis (Hands-on Example)

* |dentify sources of audio latency
 Scheduler latency

- wakeup-latency.c
e write_event anchor

* With 2.6.33.2 kernel

maximum latency: 44614.1 us
average latency: 3851.4 pus
missed timer events: 0
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> FInd anchors

Filter expression:
<field> <comparator> <value>
<field> <comparator> <value> <logical> <expression>
(comparators: =, I=, <, <=, >, >=)
(logical: &, |, I, ™)
(see Ittv-gui "filter" plugin for expression examples)

Find all events in channel "userspace"
(written through write_event):
% Ittv -m textDump -e "channel.name=userspace" \
-t /tmp/trace-prodl

Filter by channel.event (list with "find /debugfs/itt/markers") :
% lttv -m textDump -e "event.name=kernel.sched _schedule" \
-t /tmp/trace-prodl

Filter by PID :
% Ittv -m textDump -e "state.pid=1" -t /tmp/trace-prod1l
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event.namea

event.subname
event.category
event.time

event.tsc
event.target pid
channel.name
trace.name
state.process name
state.thread brand
state.pid

state.ppid
state.creation_time
state.insertion_time
state.execution_mode
state.execution_submode
state.process_status

state.cpu

Filter fields

19




> Finding "wakeup-latency” Anchor

% Ittv -m textDump -e "channel.name=userspace" -t /tmp/trace-cfs-2/

userspace.event: 234.334734395 (/tmp/trace-cfs-2/userspace_0),
10905, 10516, ./wakeup-latency, , 10517, 0x0,
SYSCALL { string = "late by: 44614.1 us" }
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> Viewing execution patterns

Time Frame art: : ns Time Interval: O ~s5| 1z Current Time:
4




> |nstrumentation addition iterations

Instrumentation example (with markers) :

Index: linux-2.6-Ittng.git/kernel/sched fair.c

--- linux-2.6-Ittng.qgit.orig/kernel/sched fair.c 2010-04-10
11:47:04.000000000 -0400
+++ linux-2.6-lttng.qgit/kernel/sched fair.c 2010-04-10
11:50:59.000000000 -0400
@@ -764,12 +768,18 @@

thresh >>=1;

vruntime -= thresh;
+ trace_mark(test, cfs place sleeper,
+ "pid %d thresh %lu vruntime %llu”,
+ task of(se)->pid, thresh, vruntime);
}
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> Digging into Xorg schedulin

Traceset

File \iew Tools Plugins Help
ddd = @®eQ QAQ |« v x| ED xm> 8
{» |Event Description -
kernel.send_signal: 234.321790689 (/tmp/trace-cfs-2/kernel_0), 10734, 10734, fusr/libf/iceweasel/firefox-bin, , 10733, 0x0, IRQ { pid = 3853, signal = 29 }
test.wakeup_state: 234,321793993 (/tmp/trace-cfs-2/test_0), 10734, 10734, /usr/lib/iceweasel/firefox-bin, , 10733, Ox0, IRQ { caller = 0xC1073781 }
test.cfs_enqueue: 234,321795160 (/tmp/trace-cfs-2/test_0), 10734, 10734, /usr/lib/iceweasel/firefox-bin, , 10733, 0x0, IRQ { pid = 3853, vruntime = 37793709218 }
test.cfs_place: 234,321796322 (/tmp/trace-cfs-2/test_0), 10734, 10734, Jusr/lib/iceweasel/firefox-bin, , 10733, 0x0, IRQ { pid = 3853, orig_vruntime = 37793709218, vruntime = 37793709218 }
test.cfs_place_sleeper: 234.321797137 (/tmp/trace-cfs-2/test_0), 10734, 10734, /usr/libficeweasel/firefox-bin, , 10733, 0x0, IRQ { pid = 3853, thresh = 2500000, vruntime = 37791205218 }
test.cfs_place_end: 234.321797808 (/tmp/trace-cfs-2/test_0), 10734, 10734, /usr/libficeweasel/firefox-bin, , 10733, 0x0, IRQ { pid = 3853, vruntime = 37793709218 }
test.cfs_int_enqueue: 234.321798430 (/tmp/trace-cfs-2/test_0), 10734, 10734, /usr/lib/iceweasel/firefox-bin, , 10733, 0x0, IRQ { pid = 3853, vruntime = 37753709218 }
test.cfs_enqueue: 234,321799062 (/tmp/trace-cfs-2/test_0), 10734, 10734, /usr/lib/iceweasel/firefox-bin, , 10733, 0x0, IRQ { pid = O, vruntime = 55069985566 }
test.cfs_place: 234.321795834 (/tmp/trace-cfs-2/test_0), 10734, 10734, /usr/libf/iceweasel/firefox-bin, , 10733, 0x0, IRQ { pid = 0, orig_vruntime = 55069985566, vruntime = 55073363633 }
test.cfs_place_end: 234.321801261 (ftmp/trace-cfs-2/test_0), 10734, 10734, fusr/lib/iceweasel/firefox-bin, , 10733, 0x0, IRQ { pid = O, vruntime = 55070863633 }
test.cfs_int_enqueue: 234,321801815 (/tmp/trace-cfs-2/test_0), 10734, 10734, /usr/lib/iceweasel/firefox-bin, , 10733, 0x0, IRQ { pid = 0, vruntime = 55070863633 }
kernel.sched_try wakeup: 234.321802314 (/tmp/trace-cfs-2/kernel_0), 10734, 10734, /usr/lib/iceweasel/firefox-bin, , 10733, 0x0, IRQ { pid = 3853, cpu_id = 0, state = 1 }
B e T L R e
Process Brand PID “b3as 234s | 234s |
Xorg 3853 3 - ' Wit =
rmetacity 4557 é i
gnome-panel 7147
fusr/lib/iceweasel/firefox-bin 10734

Time Frame start: 234 55320819760 nsend: 234 55322772885 7 ns Time Interval: 0 51953125  Iins

4

Current Time:|234 1s|3218005598 Jns
»




> Looking at alsa

* Adding instrumentation of buffer underrun into
aplay as anchor

- write_event
Japlay --period-size=128 --buffer-size=512 -D hw:0 test.wav

Buffer:

512 samples / 48000 samples/s = 10.6ms
Period:

128 samples / 48000 samples/s = 2.6ms
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Eile View Tools

o] w] =

Traceset

? Process
{ apache2

Time Frame start: 993

L

Xorg
tpb

gnome-settings-

metacity

nautilus

natification-da
gnome-terminal

gnome-panel

soffice.bin
lttd
Japlay

Jusr/libficeweasel/firefox-bin

Time (ns)

9168118763
916115046
916123873
918127097
916125288
916132012
916132843
916134233
9168135723
916135950
916139381

4

Plugins

@e0Raaxq

Help

|
Br 993s

T ot Y Y

PID| Event Description

24987
24987
24987
24987
24987
24987
24987
24987
24987
24987
24987

fs.write: 993.816118763 (/tmp/ftrace-aplay/fs_0), 24987, 24987, /aplay, , 24719, Ox0, SYSCALL { count = 46, fd = 3 }
kernel.syscall_exit: 993.916115046 (/ftmp/trace-aplay/kernel 0), 24887, 245987, .faplay, , 24719, 0x0, USER MODE { ret = 46 }

kernel.page_fault_exit: 993.816127087 (/tmp/trace-aplay/kernel O), 24987, 24587, /faplay, , 24719, 0x0, USER MODE { res =0 }
kernel.syscall_entry: 993.816129288 (/ftmp/trace-aplay/kernel 0}, 24987, 24987, ./aplay, , 24719, 0x0, SYSCALL { ip = 0xffffe424, syscall _id
test.wakeup_default: 993.916132012 (/tmp/trace-aplay/test_0), 24987, 24987, /aplay, , 24719, 0x0, SYSCALL { caller = OxC1052E98 }
kernel.sched try wakeup: 893.916132843 (ftmp/trace-aplay/kernel_0), 24987, 24887, ./aplay, , 24719, 0x0, SYSCALL { pid = 24887, cpu_id
test.wakeup default: 993.916134233 (/tmp/trace-aplay/test 0), 24587, 24387, Japlay, , 24719, 0x0, SYSCALL { caller = OxC1052B98 }
fs.write: 993.816135723 (/tmp/trace-aplay/fs_0), 24987, 24987, /aplay, , 24719, Ox0, SYSCALL { count = 46, fd =2 }

kernel.syscall_exit: 993.916135950 (/ftmp/trace-aplay/kernel 0), 24887, 245987, .faplay, , 24719, 0x0, USER MODE { ret = 46 }
kernel.syscall entry: 993.916139381 (/tmp/trace-aplay/kernel 0}, 24987, 24587, /aplay, , 24719, 0x0, SYSCALL { ip = Oxffffed424, syscall_id

-15/894876128 T nslend:|993 (5926126048 - ns(Time Interval:| 0 #s5/31249920 <ns Current Tirme:

nnnnnnnnnnnn

kernel.page fault_entry: 993.916123873 (/tmp/trace-aplay/kernel_0), 24987, 24987, faplay, , 24719, 0x0, TRAP { ip = Oxb75b5756, address = Oxbfefdfce, trap_id =

= 4 [sys_write+0x0/0xs

=0, state =11}

= 54 [sys_ioctl+0x0/0x
b

-5/916116098 T ns
»

993




Eile Wiew Tools Plugins . . Help
DO e = ®@®eO QAQAQ ~~ x| EDxm> 8 18.62 minutes vruntime offset !
Traceset

{» vent Description
:st.sched_switch: 993.901654560 (/tmp/trace-aplay/test_0), 3768, 3768, Xorg, , 3755, Ox0, USER_MODE { next = 3768, vruntime = 95351578124 }
sst.sched_switch; 993 808105835 (/tmpltrace-aplayitest_0), 19999, 19999, metacity, , 19812, 0x0, SYSCALL { next = 19999, vruntime = 1213021553424}
:st.sched_switch: 993.908407361 (ftmp/trace-aplay/test_0), 19882, 19982, gnome-settings-, , 1, Ox0, SYSCALL { next = 19382, vruntime = 1213021553424 }
:st.sched _switch: 993.908534017 (/tmp/trace-aplay/test 0), 20057, 20057, nautilus, , 19812, Ox0, SYSCALL { next = 20057, wruntime = 1213021553424 }
:st.sched switch: 993.909177730 (/tmpftrace-aplay/test 0), 20314, 20314, gnome-terminal, , 1, Ox0, SYSCALL { next = 20314, wruntime = 1213021553424 }
:st.sched_switch: 993.910533596 (/tmp/trace-aplay/test_0), 3768, 3768, Xorg, , 3755, O0x0, SYSCALL { next = 3768, vruntime = 95358020808 }
:st.sched _switch: 9593.914595738 (/tmp/trace-aplay/test 0), 20769, 20769, gnome-panel, , 19812, 0x0, SYSCALL { next = 207689, vruntime = 1213021553424 }

et mebmems maibe sl CIOID OTESATINT Thrmemlrrams smlaalrase O TIOO0T ONIOT makife abkiam Ala hl Miae™ SVETALL I et — ONOT sommbimeaes — 12T 2ATDTEETATA 1
4 R4
1 T
? Process Br 993s 993s 993s

meAmmE AR e mmmmaAmm e mAmTAN AR

nautilus

notification-da
gnome-terminal
gnome-panel

soffice.hbin

Japlay
{usr{libficeweasel/firefox-bin

Jusr/libficeweasel/firefox-bin

{» Svent Description
<ernel.irg_entry: 953.903268234 (/{tmp/trace-aplay/kernel 0), 3768, 3768, Xorg, , 3755, Ox0, IRQ { ip = 3075750182, handler = Oxfabbb490, irg_id = 22, kernel_mode = 0 }
cest.wakeup default: 993.903279480 (/ftmp/trace-aplay/test 0), 3768, 3768, Xorg, , 3755, 0x0, IRQ { caller = O0xC1052BS8 }
lest.cfs_engueue: 993.903280844 (/tmp/trace-aplay/test_0), 3768, 3768, Korg, , 3755, Ox0, IRQ { pid = 24987, vruntime = 1213018367508 }
‘est.cfs place: 993.903281949 (tmphtrace-aplayftest 0), 3768, 3768, Xorg, , 3755, 0x0, RQ { pid = 24987, orlg wruntime = 1213018367508, vruntime = 1213024053424}
iest.cfs_place sleeper: 993.803282859 (ftmp/ftrace-aplay/test 0), 3768, 3768, Xorg, , 3755, O0x0, IRQ { pid = 24987, thresh = 2500000, vruntime = 1213021553424 }
rest.cfs_place_end: 993.903283609 (ftmp/trace-aplay/test_0), 3768, 3768, Xorg, , 3755, 0x0, IRQ { pid = 24987, vruntime = 1213021553424 }
cest.cfs_int_enqueus: 993.903284202 (/ftmp/trace-aplay/test 0}, 3768, 3768, Xorg, , 3755, 0x0, IRQ { pid = 24887, vruntime = 1213021553424 }

S e o T b T U o Ko T Wit T M WY (PRI ORIy [y ey B o L U B ol T T ot o B PR e Bl o PO ] W W g | AT el [ ST a4

4 R4

Time Frame start: 993 <{s5/902754538 7 ns/end:(993 [ s/203731098 . ns Time Interval:|0 +s/976560 -ins Current Time:|993 5/803281155 . ns
L] »




> Questions ?

CficiOS

- http://lwww.efficios.com

 LTTng Information

- http://lttng.org
- ltt-dev@lists.casi.polymtl.ca
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